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Mutation Testing

Mutation testing introduces faults ~ Fror Seatieraram Graph
into software by creating many
different versions of the program.

Each version has one very small
change (which introduces a fault)
compared to the actual
implementation.

The idea is to see if the test cases
that were written can detect the
new fault.

—*  original discovered errors

— original undiscovered errors

B — seeded errors (mutations)

Mutation testing is a way to
measure the quality of a test suite.
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Mutation Operators

The purpose of Mutation Analysis is lo test the test suite

e ltis arule that is applied to a O] Mutant
program to create mutants, for
example: O O
— Replace each operand by every other
syntactically legal operand
— Modify expressions by replacing
operators and inserting new operators original mutant

— Delete entire statements

Mutate Code to determine the

adequacy of the test data

Determines whether all delib
detected by the original test ¢

tely introduced (mutant) errors are
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Method-level mutation operators

Operator

Description

— AOR

Arithmetic Operator Replacement

—

- AOT

ATttt e Operator sertion

AOD

Arithmetic Operator Deletion

ROR

Relational Operator Replacement

COR

Conditional Operator Replacement

COl

Clonditional Operator Insertion

COD

Clonditional Operator Deletion

SOR

Shift Operator Replacement

LOR

Logical Operator Replacement

LOI

Logical Operator Insertion
(=]

LOD

U”'i('él : yaerator e i(}ll.
Logical Operator Delet

ASR

Assignment Operator Replacement
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From: http://ise.gmu.edu/~ofut/mujava/mutopsMethod.pdf

Method-level mutation operators

1 Arithmetic Operators

The Java programming language supports five arithmetic operators for all lioating-point and integer numbers;
prog| £ language supg it &1

(1) +. (2} -, (3} * (4) /, and (5) %. These operators are all binary. However, both + and -

L1 4

versions. Four short-cut_ag st

ORg

Arithmetic Operator Replacement
Replace basic binary arithmetic operators with other binary arithmetic operators.

AOR; : Arithmetic Operator Replacement
e short-cut arithmetic operators with other unary arithmetic operators

++aop, (3} op——, and

il
e TS T T +

* AORy : Arithmetic Operator Replacement
Replace basic unary arithmetic operators with other unary arithmetic operators.

¢ AOI; : Arithmetic Operator Insertion
Insert basic unary arithmetic operators.

o AOIs @ Arithmetic Operator Insertion
Insert short-cut arithmetic operators.

s AOD; @ Arithmetic Operator Deletion
Delete hasic unary arithmetic operators.

¢ AOD; : Arithmetic Operator Delstion
Delete short-cut arithmetic operators.

have un: iry

(4) ——op.
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Class-level Mutation Operators

L.’I]I.j.’\ll"\J.'\(' Fr-j'n.m'o Operator _ Description
Encapsulation AN A T
1HIY Hiding variable deletion 2
THT O TR D R T E A
| (¥11] Overriding method deletion
101 Overriding method calling position change
Inheritance 1OR Overriding method rename
151 super keyword insertion
15D supar keyword deletion
1P Faxplicit eall to o parent’s constructor deletion
PNC new method eall with child cluss type
PAID Member vaniable declaration with parent class type
Pr Parameter variable declaration with child class type
Pl Tyvpe cast operator insertion
Paolymarphism PO Clast tvpe change
D Type cast operator deletion
PRY Reference mesignment with other comparable variable
MR Overloading method contents replace
OMD Overloading method deletion
DAL Arguments of overloading method call change
ATI this kevword insertion
JTD this keyword deletion
J51 static modilier insertion
Ishy static modifier deletion
Java-Specific JI Member variable initialization deletion
Features JDc Java-supported default constructor ereation
FEOA Reference assignment and content assignment replacement
1-;(){.' Reference comparison and content comparison replacement —
EAM Acessor method change
S Refée EMM | Modifier method change
Boftwars Enjureruny w mooar
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Hiding Variable Deletion

Original Code IHD Mutant
class List { class List {
int size; int size;

1 1
class Stack extends List { class Stack extends List {
‘ int size; ‘ // int size;

3 }

SR féearch Group 8

e,
Saftware Enginesring i NC:

9/26/2007



Terminology

« Killed Mutant: test case(s) detect the one fault injected

via a mutation operator

« Alive/Live Mutant: test cases do not detects the one fault

fault injected via a mutation operator

e Stubborn Mutant:
test cases
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Mutation Tool Output

Original: ExtraComputationizer

Mutant for A015_5

This is mutant program.
Author : ysma

ckage cowputation;

lic class ExtraComputationizer extends compul

public ExtraComputationizer ()
1

super () :
¥

public int addindMultiply( int a, int B )
1
computation. Computationizer x = new com]
return x.mult| x.addi{ &, b ), b ):

This is mutent program.
Ruthor : ysme

rkage computation;:

lic class ExtraComputationizer extends co

public ExtraComputationizer ()
¢

superi):
¥

public int addindMultiply| int a, int b
[
computation.Computationizer x = new

return x.mulc( x.addi| a, b ), b+t )]

@ mutants and Resules 2
g

|7 > ]

B int_multfint, ink) 2]

(2 ink_subk{ink, k)

B} computation.ExtraComputationizer
(2= Class-Level

lethod-Lewel

(= ExtraComputationizer()
ink_addandMultiphy(int,int

[ scarer 33.0 ~

SR féearch Group

e,
Software Enginssring {3 NC:

10 NC STATE UNIVERSITY

9/26/2007



Mutation Score (MS)

Mutation Score (MS):

MS =

# of Killed Mutants
# of Mutants

Testers add new tests, verify correctness, and kill mutants until satisfied
with the mutation score
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